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blackhat Qutline

LUSA 2015

* Introduction

APl Deobfuscation Method

* Memory Access Analysis for Dynamic
Obfuscation

 [terative Run-until APl method for Static
Obfuscation

* Implementation
* Demo
* Conclusion



blbekhat Why API deobfuscation matters’ \

LUSA 2015

* Malwares hide functionalities by API
obfuscation
 Commercial packers obfuscate APl functions
* Malware authors have their own API| obfuscator

* No deobfuscation tools for some modern
packers
* X64 packers
* Custom packers



3 API obfuscation techniques in

blackhat
(SR modern packers

* Dynamic APl Obfuscation
* APl functions are obfuscated during runtime
* Instructions and addresses changes every run

elloworldmsgbox32 tiger red.exe+0000100e call 0x68a0000
068a0000 mov edi, edi

jmp 0x68a00la
068a00la xor ecx, 0x2bb296&bé6

0020 jmp 0x68a0031

068a032e pop eax

068a032f call 0x777deSed
user32.dl1+0005e%ed mov edi, edi
''''' 32.d11+0005e8%e

Branch into a newly allocated block
during execution time
(obfuscated User32.dIl :MessageBox)
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~ API obfuscation techniques in
blackhat |
=azos - modern packers

e Static APl Obfuscation

* API functions are obfuscated compile(packing)
time
e Instructions and addresses are the same

hwé4_tmd233 tr.exe+0 call Ox7ffeébbefé63a0l
hwGé_tmd233_t:.exe~Of" sub rsp, Ox8

hw64 tmd233 tr. ( jmp 0x7£f£6bbf00b79

hwé4_tmd233 tr. 0 O0b79 push

hw64_tmd233 tr. 2d0b7b push

hwé64_ tmd233 tr. 2d0b7d add qword ptr [rsp], 0x72384261

w64 _tmd233 tr.
764_tmd233_tr.

hwé4_ tmd233

hwé64_tmd233 tr.
hwé4 tmd233 tr.

jmp O0x7f£f6bbf01d47

mov qgword ptr [rsp]
add rsp, Ox8

push rcx

jmp Ox7ffébbflOlefc

mov rcx, 0x72384261

push
mov , Ox8

sub rax, O0x5f6f80
add rax, ri3

jmp Ox7£f£6bbf01830
add rax, Ox5f6f805b
pop 3
xchg qword ptr [rsp], rax
jmp O0x7ff6bbf022a8

mov rsp, qword ptr [rsp]
ret

Branch into other section

API Call by ‘ret’ instruction
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blackhat AP| Deobfuscation Goal

LUSA 2015

» After deobfuscation, we have
* (Near) original entry point
* Recovered API function calls at OEP

* With the deobfuscated image, we can do

e Static analysis with disassembled and
decompiled code

* Dynamic analysis with debuggers
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blackhat AP| Deobfuscation Methods

LUSA 2015

* How to deobfuscate APl obfuscated
binaries?
* Dynamic APl Obfuscation
- Memory Access Analysis

e Static APl Obfuscation
- lterative Run-until-APl Method

* How to evade anti-debugging?
* Dynamic binary instrumentation (Intel Pin)
* Anti-anti-debugger plugin in debuggers
* Emulators
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O APl Deobfuscation

blackhat o
ssa=0s  for Dynamic Obfuscators

* Memory Access Analysis

* Relate memory reads on APl function code and
corresponding memory writes on obfuscated
code

* Instruction addresses of obfuscated API function
—> Original API function

e Recover original APl function by the obfuscated
call target address
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LISSA S2ENS

blackhat Dynamic Obfuscation Process\

* What happens during runtime obfuscation?

 Runtime obfuscator reads each function,
obfuscates each instruction, writes the
obfuscated code into a newly allocated memory

* Each function is obfuscated in sequence

Writing Reading Writing

Wszea3d;nb%n J » obfuscated » Ws2_32. » Oal;l;zscas,?d »
- Ws2 32.bind connect -

connect
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blackhat Memory Access Analysis

LISSA S2ENS

* How can we identify the original APl function?

* Record every memory write before the next API
function or DLL reads

 Limit the number of memory write for the last
APl function

Write Addresses before
next API function reads

/ Obfuscated Function \
Instruction Addresses

Obfuscated
API call target
address
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blackhat How to find OEP

LISSA S2ENS

* Find OEP

* Record every memory write and execute
* OEP is the Last written address that is executed

* Check written memory blocks (1 block = 4
Kbytes) to save memory

* OEP is in the original executable file sections

Unpacked Execution address
gac:.ed instruction USnpalicksd Of written blocks
0N is written 8O
y
Additional . Additional
Section by Unpack code is Section by
Packer executed Packer



blackhat Obfuscated Call Identification

LUSA 2015

* Search for intermodular calls at OEP by
pattern matching
* Matched patterns may contain false positives

e After target address resolution, misinterpreted
instruction disappears

[€] ‘G.p

ain thread, module Hellowor o j| =]

-

[R] Found intermodular calls o [ &3]
i Address |Disassembly | Dest inat ion a
B12C188E CALL

2C100| 911F0000
0912C1077| CALL 663E7ORE
812C107F| CALL 811F@99C
B812C18C2| CALL 6643€E10
B812C180%9| CALL 66460F0F
2C1113| CALL 663E8S68
2C110C| CALL Hellowor e12ci17cz
C1268| CALL 663FOF2
C1282| CALL 663E6€8C
12A3| CALL HelloWor.812C146C
66437164

1200 CALL 663FBD98
}ZEQ CQLE8811F899? . IsDebuggerPresent

C
C
C
C
C
C1SF4| PUSH EAX Initial CPU selection
C1SFS| CALL @11F@ec2

C1604| CALL 211F@7AR8 rne 32, GetCurrentThreadld
EI6GD CALL @11FeD2E 5 GetTickCountéd

C

678/ C
167A CALL 811F@99C
L ESI

C16BF | CALL 23?56084

C1738| CALL Hel loWor.812C1870
C17R2| CALL HelloWor.@812C1882
2C1842| CALL HelloWor.012C1888
2C205F | CALL 0000SDe2

Address |Value Commen t]

{1 B11FBEC2
B11F@7Re
811FB7RS
811FB840

1 B11F@997

2018| 811F@99C
911FBD2E
00000000
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blackhat Obfuscated Call Resolution

LUSA 2015

* Direct call resolution

* If the call targets are in the constructed map
from obfuscated addresses to APl function,
modify call targets to the original APl function
address

e Generate a text file that contains resolved API
function calls and OEP
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blackhat Obfuscated Call Resolution

LUSA 2015

* Indirect call resolution

* Original segments (.text, .idata, ...) are merged
into one segment by packing

* |dentify a memory block that contains
successive obfuscated API function addresses

* Modify obfuscated call addresses in the IAT
candidate with the original APl function
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blackhat Obfuscated Call Resolution

SASENS

* Example: API Deobufscation Information

OEP:0000112d

00002000 addr ntdll.dll RtlDecodePointer

00002004 addr kernel32.dll GetSystemTimeAsFileTime
00002008 addr kernel32.dll GetCurrentThreadld
0000200c addr kerneISZ%II QueryPerformanceCounter
00002010 addr kernel32.dll IsProcessorFeaturePresent
00002014 addr kernel32.dll IsDebuggerPresent
00002018 addr ntdll.dll RtlEncodePointer

0000201c addr kernel32.dll GetTickCount64
0000203c¢ addr ntdll.dll RtlFreeHeap

0000209c¢ addr user32.dll MessageBoxW

0000100e call user32.dll  MessageBoxW

0000107f call ntdll.dll RtlEncodePointer

000012ea call kernel32.dIl I1sDebuggerPresent

000015f5 call kernel32.dll GetSystemTimeAsFileTime
00001604 call kernel32.dll GetCurrentThreadld

0000160d call kernel32.dll GetTickCount64

0000161a call kernel32.dll QueryPerformanceCounter
0000167a call ntdll.dll RtlEncodePointer

Addresses are in RVA



blsekhat Debugging Deobfuscated Bmary \

LUSA 2015

* Generating a debugger script to resolve API
calls

* The text file generated by the memory access
analyzer contains OEP, resolved obfuscated
addresses

* Implemented a python script to generate a
debugger script that execute until OEP and
resolve obfuscated addresses



blackhat Reversing with APl Deobfuscator

LUSA 2015

* Debugging x86 binary with Ollydbg after
running deobfuscation script

3k KemelMode - f9cc17734b51eae3400942e85418deb0.exe =@ ]
File View Debug Plugins Options Window Help

@l x| »in| i s 9« uE[m]T|w[E][c|/|k[B|R[.|s] =[E]?]

U* - main thread

i SECB ~ |Registers (FPU)
394424 08
63 00100000
8F94C0
PUSH EAX
] E8 R765276
o0 . 8se VEET eqx
AP peesdly . A3 B4ROSEO0 | MOU DWORD @Found intermodular calls c
30130000| GO0 74 36 JE SHORT
01 20000 9990101 :"E8 S3FEFFFF | CALL Foco| Jddiess |Dissssenbly |Dest ination A
i eosdpoeodts . 838 03 CHP ERX. 0] ©@467675 CALL kerne 32.GetF | leType GetF | LeType
0160000, 560010] . A3 DSAOS6G0 | MOU DWORD| ©@487608| CALL kernel32,GetStdHandle GetStdHandle
e oy : JNZ SHORT| 00487 kerne |32, GetF | leType GetF i leType
0150000| 000670( \6 Foo3000 | PUSH axor| 804 L kernel .SelmanmeCoum Semamuwm
. ES D13808 ALL 900 L kerne
B! Soaaat : Eg D13o00se | CoLL fao 4 L kernel32.TlsSetUalu Tlieeca
ooraoss| aoaaial 5 24 L kernel32.GetCurrent Threadld GetCurrent Threadld
veodbe 3 1t kerne 32, GetLastError GetLastError
e A 24 kerne(32. T (s6etUalue TisGetlalue
sl Do) 34 kerne |32, TisSetUalue TisSetUalu
& e 3457, kernel .ueztu.—m.nhreaala Ge rCnrrethrsadId
g B 34 L kerne!32.SetLastErr. Rt SetLastWn32Error
50000 0601Fol g4p05°00 - m,gg 34 L kernel getnodulansndleﬂ .Get odulemnmen
3% Boe: 24 kerne |32, GetUers (onEXA GetUers ion
& ot 241 L kernel32.GetEnvironmentUariableR ue Ef\uxrnr\heht”arxableﬂ
oo 24 \GetHodu LeF i leNaneR GetModu LF i leNa
%91l GOC000T % 24 (Initial "FU select ion)
ol from 08487998 s HeapDest
0401 A 4 l:e!HoduleFAleNar-eﬂ
20011 4 UriteFile it
Lol r i
20550000 G0OFED! | Address [uatue _[Comment 34571  GetModu LeHand LeR GetHodu leHand leR
i e 2457669 CRC \GetProcAddress GetProcAddress
et T 0| e3Ae 345A018| CALL ESI
ot 2458071 | CALL ntdlL.ReLIn it ial(zeCrit icalSect ion RellnitializeCriticalsect ion
o db| 20| CALL ntdll.Rt [EnterCrit lcalSect Rt [EnterCrit (calSeot
rdl CALL ntdll.Rt ILeaveCriticalSect Rt ILeaveCr it icalSect
g it D4EA2CA| CALL kerne |32, SetEnyironnentiar iableR SetEnyironhentuar |ab e
20320 D4BAF76| CALL kerne[32.LCHapStringll LCHapStr ing!
e ooy 348AF92| CALL kerne |32.LCHapStringR LCHapStr ingA
e b CALL kernel32.LCMaoStringA LCHapStringl
ceeile 2468013 CALL kerne|32.Mu Lt (ByteTollideChar Hult|ByteTolideChar S
- et ALL kernel32.Mult 1ButeTolideChar Hu Lt (ByteTollideChar
0006201
000101 -
00201 |
200101
000201
000101
06E201
200161

woer e

400000 9EF3C
49EF3C

400000 SEFAE
49EFRE




blbek hat Reversing with APl Deobfuscator

SASENS

* Decompiled code with dumped file

IDA - C:¥analysisWobfuscatedWHelloWorldMsgbox32_tiger_red_dump_SCY.e:
File Edit Jump Search View Debugger Options Windows Help

?E‘ avo @ nd |8 3| wl@ Q|| ke Fy 2 w X||| > @ O[No debugger =] '.(Ejg »
8 1 TN [ |

Library function ~ Data |l Regular function = Unexplored B Instruction  External symbol

|7] Functions w0 @ x [ DA T3 Pseud— 3 | @] Hex-- | @ st | TS | & I | @E- |
Function name 9 1|signed int _ stdcall sub_DD1666{int a1, int a2, int a3, int a4) -
sub_DD1000 2K
sub_DDI12E7 3| HMessageBoxW(O, L"How are you?", L"Hello", 8);
sub_DD141D 4 return -1;

sub_DD145E 5
j—_XcptFilter
sub_DD1472
sub_DD1478
sub_DD1480
sub_DD14D0
sub_DD1590
sub_DD15C1

start

sub_DD165B

suh NDN1RRF ﬂ
g i
Line 1 of 278

g8 Graph overv- 0O & X

00000400 |sub_DD1000:1

[Z] Output window oa
command “JumpOpXref" failed

Python |

W: idle [Down [Disk: 4168 4

LU e




blgc’zk hat

(‘7 o oK v
1B
LIS A 2B A .




O APl Deobfuscation

black hat .
=~z for Static Obfuscators

e Static obfuscation pattern at OEP

e Obfuscated call pattern

e “Call gword ptr [ ]” is changed into
“Call rel32” when obfuscated

e Obfuscated call run into API function
e Stack shape is preserved

e API call instruction and the first few instructions in
the API function are obfuscated

* After executing obufscated instructions, execution
reaches an instruction in the original APl function
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blackhat Obfuscated Call Identlflcatlon \

LUSA 2015

* Search obfuscated call by pattern
* CALL rel32 —is a candidate

e Check whether the address is in another section
of the process

1000] 48 B3 EC 28 sub rsp,

1004 4C BD 05 ED 11 00 OO0 lea ra,qword ptr d BC

100B 48 BD 15 C6 11 00 00 lea rdx,gword ptr d BC3221D

1012 45 33 C9 r rad, d

1015 32 Cc | MOF BCX y BCX

1017 EE B4 53 2C 00 €all hws4_tmd233_tr.7FFEEEEFE3AD

101C 00 B3 CB FF 48 B3 add byte ptr ds:[rbx-7CB700328],al .

1022| C4 777 VEE R ) - Ca” re|32, db OO
1023 28 C3 ub bl,al

‘00’ after call break alignment

E8 EF 11 2D 00 all hwe4_tmdz233_ _tr ?FFEEEFD22AD

oo & F }dgvgyt jfo datlranfol.c so thataA few incorrect disassembled

01 BF 2C 00 00 48 add dword ptr ds

code occur



blackhat Obfuscated Call Resoultion

SASENS

 Obfuscated code is executed until API
function

* Run-until-API method
* Change RIP into candidate API call address
* Run until APl function

S Obfuscated Call Start

.exe
.exe+000

dOb7b push r
Ob7d add qword ptr [rsp], 0x72384261

= C 7££6bbf01d47
w64 _tmd233_tr. dld47 mov , Qword ptr [rsp]
w64 tmd233 tr. 0002d1d4b add rsp, O0x8
hwé4_tmd233 tr. dld4f pus
hwé4_ tmd233 tr. 2d1dS0 jmp
hwé4 tmd233 tr. 000 00002dlefc mov rcx, 0x72384261

3b jmp OxT7L£f6bbf01830
add rax, Ox5fé6
6 pop rl3
xchg gword
jmp OxT££6bbf022
} mov rsp, gword ptr

w

W oW w

hwé4 tmd233 tr.exe+00000000002d22ac ret

user32.d11+0000000000083b30 sub rsp, 8 Execute unt|| API add ress |S met
user32.dl1+00¢ 083b34 xor rilld, rilild -
.d11+00¢ 0 cmp dword ptr [rip+0x155cé6], PEld




blackhat Obfuscated Call Resolution

= T =

* Integrity check

* We need to check whether the stack pointer
and the stack content is preserved after
executing obfuscate call

= - 48 83 EC 38 sub r5p, 38 [ wide Fru Check
B 45 33 DB xor riid,riid |
- 44 39 1D C6 55 01 00 cmp dword ptr ds:[7FFA994A9104],r11d RAX  00000000000000FF
- 74 2E je US€T32 7FFA99493B6E REBX 000000FCSBBSBSAZAEE M
. 65 48 8B 04 25 30 00 O¢mov rax,qword ptr gs:[30] RCX 0000000000000000 Stac POI nter
B 4C 8B 50 48 mov ri0,qword ptr ds:[rax+4s] RDX  00007FF6BBC321D8
- 33 €O Xor eax,eax
. FO 4C OF B1 15 E8 6D 01 lock cmpxchg qword Dtr‘ Is: [7FFA994AA940 lisp
o 4C 88 15 E9 6D 01 00 mov 0,qword ptr d 7FFA994AA945 P
“ 41 8D 43 01 lea ydword ptr ds:[rii+1] RDI  0000000000000000
- 4C OF 44 DO cmove rio,ra
. 4C 89 15 DA 6D 01 00 mov qword ptr ds: [7FFA994AA948],r10 RS 00007FF6BBC321C8
- 83 4C 24 28 FF or dword ptr s ;[, sp 1, R9 0000000000000000
. 66 44 89 5C 24 20 mov word ptr frsp d,riiw R10 000000FC8BSACIDO
- E8 CE FE FF FF €all <user32.MessageBoXTimeoutw> R11 0000000000000000
@ 48 83 C4 38 add rsp, R12 0000000000000000
- c3 ret || R13 0000000000000000
" 90 ‘ R14 0000000000000000
. gg R1S  0000000000000000
. 90 || RIP 9383
. 90 v ‘
< > RFLAGS 0
Check Stack &
[rsp=FC8B82F758 {{oF 0 sFo
‘user’z d11(83830] s 7 3 : ‘ £ RO
32.d11[83830] | ".text":00007FFA99493830 <MessageBoXwW> | R t Add
[ f—ff— eturn ress
Address Address Comments A EW QODGEERGRRCI1ID '}'::’_Egzggogf
s
0000:FF-‘\99881000 0001493000014550| D00000FCB8BBBBD70
00007FFA99881008 | 0001481000014A80 | 000000FC 88889920
00007FFA99881010 000142F000014000 | 0000000000000001
00007FFA99881018 | 0001521000014F 40 | 0000000000000000
GOOO-_FFA99881020 0001541000015z20 D0007FFEBBC312EB | return to hwé4
OOOOLFFASSBSDJES 000159600001578B0 D00000FCB8BBA2AED
0000;FFA998810;0 00015F0000015C60 000000000000000A
00007FFA998B1038 | 0001610000015F60 01E6D7CEFOEDA448
ANNNTEFAQQRRYI NAN | ANV ER2NNNNT RAEN | et cmcmencmsemae

<



blackhat [terative run-until-APl Method

* Apply run-until APl method repeatedly on
candidate obfuscated calls
e Save context & Restore

32.d11
rcrllD.dll _ set_app type
ntdll.dll RtlEncodePointer
0.dll _ setusermatherr
.dll

0.dll

0.dl11
0.dl1l
.dll
msvcrll0.dll
0.dl1
ernel32.dll IsDebugge
r110.dll XcptFilter
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blackhat [terative run-until-APl Method

LUSA 2015

* [terative run-until-APl method can be applied
to various packers

e VMP: API function call is virtualization-
obfuscated

e Themida64: API function call is mutated

e Obsidium: The first few instructions in an API
function are obfuscated

* Custom packers

* But, at last, execution is redirected into a real
API function



blackhat Reversing with APl Deobfuscator

SASENS

* Debugging x64 binary with x64DBG after
deobfuscation

W x64_dbg - File: hwb4_tmd233_tr.exe - PID: B20 - Module: hw64_tmd233_tr.c
File View Debug Plugins Options Help
JE S0l ¥t t Eiemguorw N v#fx 5 9R
& cru _+Log ® Breakpoints Memory Map | [} Call Stack Script | @) Symbals Re
. 48 83 EC 28 sub rsp, ~
. 4C 8D 05 BD 11 00 Q0 Tea ,qword ptr ds:[7FF6BBC321C8]
. 48 8D 15 C6 11 00 00 lea rdx,qword ptr ds:[7FF6BBC321D8]
. 45 33 C9 xor ad
B xor ¢
. S 03 11 00 00 call q.\ord Dtr js: [<&MessageBoxXW>]
= | 00007FF6BBC3101D 83 C8 FF or eax
. 48 83 C4 28 add rs
. c3 ret
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3
. cC int3 v
< >
eax=C128A22B
hw64_tmd233_tr.exe[101D] | " "': 00007FFEBBC3101D
[ }
Address Address | Comments -
0 7 0000 FA99“0134O kernel32. Getcurr{,\thhreadId
000 0| kernel32.GetSystemTimeAsFileTime
kernel32.GetTickCounté64
kernel32.IsDebuggerPresent
kernel32.IsProcessorFeaturePresent
kernel32.QueryPerformanceCounter
msvcrt.void __cdec]l terminate(void)
msvcrt. _XcptFilter ~

nrA1l r enarifir handlar

Run correctly with resolved API call



bibekhat

SASENS

* Dumping x86/64 binary and static analysis
with IDA Pro

@

File Edit Jump

IDA - C:analysiswobfuscated#64#hw64_tmd233_tr_dump_SCY
Search View Debugger Options Windows Help

fE e BHHE S ) o @0 ddtFF-FuX > O

Library function
7] Function--- O
Function name

7] winMain

pre_c_init
pre_cpp_init
start

__OaUnhandled

SHSRREREREEE

__security_check_co

__tmainCRTStartup
__raise_securityfailure
__report_gsfailure

Data I Regular function ¥ Unexplored I Instruction External symbaol
& x| @I 8 | [FPrse- @] H-- A s [ E-
~ ; Segment type: Pure code
Segment permissions: Read/Write/Execute
segment para public 'CODE' use6l
assume cs:
;org 7FFG6BBC31000h
assume es:nothing, ss:nothing, ds: ., Fs:noth

; int _ stdcall WinMain{HINSTANCE hlInstance, H

Exce . .
WinMain proc near

LNG r
_XcptFilter sub rsp, 28h
crtGetShowWindoy ¥ lea r8, Caption ; "Hello"
< > lea rdx, Text : "How are you?"
1 of 4 xor r9d, rod ; uType
Hne 1 o7 48 xor ecx, ecx ; hwnd
g Graphov-- O & X call cs:MessageBoxW
or eax, OFFFFFFFFh
add rsp, 28h
retn

WinMain endp

100.00% (-68,500) (23,57) 00000400 00007FFEBBC31000: WinMain

[Z] Output window
7FF6BBC322F0:
Python

using buessed type _ inté4 quword_7FF6BBC322F0[2];

API call recovered

Ordinal Name

GetSy
GetTickCount64

sDebuggerPresent L_
sProcessorFeaturePresent »
QueryPerformanceCounter

terminate@ @ YAXXZ

_XcptFilter

_C_specific_handler

__crtCapturePreviousContext
__crtGetShowWindowMode
__crtSetUnhandledExceptionFilter
_crtlerminateProcess

_crtUnhandledException

__crt_debugger_hook

_dllonexit

_acmdin

_fmode

_commode

__getmainargs

|AT recovered

Reversing with APl Deobfuscator

Library

kernel32
kernel32
kernel32
kernel32
kernel32
msvcrt

o000 o0o0

o0 o
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blackhat Implementation Detail

LUSA 2015

* Pin tool to resolve APl Address
* Windows 8.1/7 — 32/64 bit (on VMWare)
* Visual Studio 2013
* Intel Pin 2.14

* Python script to patch obfuscated call

* Reversing tools
e X64dbg
* IDA
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blackhat Deobfuscation Process

LUSA 2015

dbg dumped
API info S script Debugging exe file o
API j‘> scrig% j\> e j‘> e
Resolver . R ;

Generator with IDA Pro

Olly
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blackhat
ssaz= - AP| Deobfuscator

O Reversing Packed Binary W|th ‘

* Packed 32/64 bit samples
 Commercial packer packed 32bit malware
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blackhat Conclusion

LUSA 2015

* Suggested two methods for API
deobfuscatoin

* Memory access analysis for dynamic
obfuscation

* Run-until-APl method for static obfuscation

 Commercial packer protected binary can be
analyzed using API deobfuscator
* Using debugger
e Using disassembler & decompiler



bl.—fn'c’:khat‘ Limitation

LUSA 2015

* Depending on DBI tools

e Packers can detect DBI tools

» Defeating the transparency feature of DBI (BH US’14)
e Ex) Obsidium detect Intel Pin as a debugger

* DBI tools crash in some applications

e Static whole function obfuscated code
cannot be deobfuscated

* No instructions in the original APl function is
executed when the whole function is obfuscated
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blackhat Future Work

LUSA 2015

* Anti-anti-debugging
* Building x86/64 emulator for unpacking

 AP| function resolution

* Code optimization and binary diffing for static
whole function obfuscation

* Backward dependence analysis for custom
packers



